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Many of us now store key financial and banking data on our
mobiles, making them an even more tempting target for crooks.
Claer Barrett finds out how we can best protect ourselves

t took just seconds for a masked
man on an e-bike to snatch my
smarlphone oul ol my hands as 1
waitcd for a bus in central Lon-
don in morning rush hour.

He silently cruised up on the pave-
ment behind me, swiping my phonc
in one efficient, well-practised
manoeuvre while I was sending a
message. I was stunned, rather than
hurt — he barely touched me — but
my [irsL reaclion was one of [ear. Had
my phone sereen been unlocked?

As he zoomed off, I realised chasing
him was [ulile. Inslead, I raced home
to kill the phone and sccurc my data
remotely before he could change my
passwords and steal from me for a
sccond time.

Phone theft is rising at a rapid pace.
And organised gangs know Lhal our
smartphones have become gateways
to our personal financial information.

They will go Lo incredible lengths Lo
stcal phones unlocked, deploying tac-
tics including “shoulder surfing” and
even coverlly lilming largels Lo
obtain passcodes before phones arc
stolen, knowing this can unlock pass-
words [or apps and olher services.

Disabling a phonc’s location signal
and locking us out buys them more
lime Lo plunder our digital wallels,
financial apps and steal digital assets
such as crypto, plus our personal
delails and photos. Chillingly, these
could be used to defraud us in futurc
— or target friends and family.

I losl a phone and several days ol
my lifc dealing with the financial fall-
out. l was lucky not to lose more. But |
have gained valuable knowledge
about what is fuelling this crime wave
and how we can protect ourselves.

Police are dealing with the highest
level ol “thell [rom Lhe person”
offcnces recorded in two decades,
according to the latest official figures
for England and Wales.

This type of crime — where items
are taken without the threat or use of
violence — includes pickpockeling as
well as snatching. It fell back during
Covid, but police records show an 18
per cenl increase in Lhe pasl year;
according to Crime Survey data, onc
in three items stolenisaphone.

London is the epicentre for phone
theft. Many pcople never report this
crime, but based on Metropolitan
Police dala [rom Lthose who have, a
phone is stolen every 10 minutes in
the city. There was a 33 per cent
increase in reporled mobile phone
theft from the person in the year to
January 2024, and over one-third of
ollences Look place in Westminsler.

The statistics don’t tcll us how
phones are stolen, but from anecdotal

WhatIwishId

Claer Barrett’s
mobile phone
was snatched
as she waited
for a bus in

central London
Cherlie Bibby/TT

conversations with victims, bike
swiping is rile. “Criminals wanl Lo
make surc when they grab a phone, it's
unlocked, otherwise they’re going to
end up wilh jusl a phone,” says Tony
Sales, a reformed fraudster who
founded the crime prevention consul-
lancy We Fight Fraud.

A locked handsct could have a street
value of a few hundred pounds, he says.
Bul unlocked, it could generale Lhou-
sands of pounds if criminals can get
into the settings, change passwords and
compromise olher securily [ealures.

“It’s predatory bchaviour,” says
Sales. “I'’hey are like lions stalking prey,
and, unfortunately, women make eas-
ier targets. It’s very unlikely a woman

known before my
phone was snatched

will try to punch you, and a man has
more strenglh Lo grab someone.” The
clcancr the snatch, the Iess likely it is
that ascreen lock will be activated.

IL Look me 20 minules Lo reporl my
phone stolen on the Metropolitan
Police website. Four hours later, an
email wilth a crime number informed
me they would not be investigating
further and my case was closed. But I
wanled Lo know more aboul whal is
driving this fast-rising crime.

Sales thinks large increases in the
pasl year have occurred as more
gangs rcalisc phonc theft is a “lucra-
tive revenue stream”. As he says, it
requires less ellorl and violence than
drug dealing, with a lower likelihood
of getting caught, and lower penalties
il you do. The amounlol money gangs
can make is potentially much higher
— especially if they can use your
phone Lo crack your digital lile open.

Tech executive James O'Sullivan was
drinking with friends in a bar in Dub-
lin last autumn when he realised his
phone had been pickpockeled.
Assuming face recognition would
prevent criminals accessing his
device, he Lthought his biggesl prob-
lem was not being able to get an Uber
home. A day later, he realised he'd

lost tens of thousands of pounds.

“I think a spoller observed me
using my phonc PIN,” he says.

Multiple bank and credit cards
were slored in his smartphone’s dig-
ital wallet, and criminals wasted no
time purchasing high-value electrical
ilems, spending slightly less than
£10,000 on cach credit card to avoid
triggering daily spending limits.

Marking a phone “lost” by logging
into your account onlinc via another
device will disable its digital wallet,
bul O’Sullivan could not do this as
criminals had resct his password.

“Crypto and banking apps on your
phone are very well protected [rom
somconc who hasn’t got your phone,
but all of the two-factor security
codes, nolilications and emails Lo
reset passwords are delivered on to
the same device,” he says.

His banks relunded Lhe slolen
moncy very rapidly, but consumer
protections do not extend to stolen
cryplo, which is much easier [or crim-
inals to transfer to their wallet.

Sales agrees crypto apps will be one
of Lhe [irst things a criminal will Lry Lo
crack, knowing that many users sim-
ply store their holdings on an
exchange. So-called “cold wallels”™ —
holding asscts while unconnected to
the internet — are much more secure.
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Transferring money from bank
accounts requires a network of
money mules to disperse transac-
tions rapidly across multiple
accounts. But if criminals have this
capability, Lhey will also use people’s
overdrafts and cven apply for per-
sonal loans within banking apps,
knowing thal money can be depos-
ited within minutcs.

O’Sullivan has channelled his expe-
riences inlo launching a new phone
sccurity app, Nuke from Orbit. Cur-
rently in beta testing, it will act like a
digital panic button, allowing users to
disablc their Sim and an array of
online accounts remotely. 'lech giants
Apple, Google and Samsung are all
devising extra security features.

Losses from mobile banking fraud
increased by 17 per cent to £18.7mmnin
the first six months of 2023, the high-
est recorded total, according to bank-
ing trade body UK Finance. The
number of cases also hitanew record,
increasing by 32 per cent, with aver-
age losses per customer of £2,314.

Dianne Doodnath, principal in eco-
nomic crime at UK I'inance, stresses
that 98 per cent of unauthorised
fraud is refunded within 24 hours of
customersreporting it to their bank.

“Millions of people use online
banking Lo Lransler money and Lake

out loans legitimately, and we have to
strike a balance,” she says. “If crimi-
nals find more ingenious ways, banks
will put more restrictions on.”

While consumers want easy access,
she says Lhal recenlly, “some member
rescarch is coming back saying peo-
ple would rather have more friction
as il makes Lhem [eel saler”.

Incrcasing your own “cyber
hygiene” is one way of doing this.
Research by Nuke [rom Orbil [ound
that ncarly half of pcople usc the
same PIN to gain access to their
phone and multiple apps, services,
and bank cards, making it cven casicr
for the criminals. Storing multiple
bank cards and your driving licence

Mobile phones are now more often stolen
from people than cash and credit cards

Incidents of theft from the person where each item
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in your phone case is a further gift.
=

A few days after my phone was taken,
| had purchased a new handset and
was back up and running on the same
mobile number. But my ordcal was
not over. Next, the phishing attempts
began.

I reccived a text purporting to be
from Apple’s “Find My” service say-
ing my lost iPhone had been localed,
with a clickablc link. The FT's cyber
security team found this led to a very
convincingly designed fake Apple
pagc, asking for my phonc’s passcodc.

1 have had phone calls — some
aulomaled, some [rom aclual people
— claiming to be from organisations I
have accounts with, saying they need
to “reset my security details”. | have
not fallen for this. But each time, my
heart skipsa beat.

Once a criminal gains access to
your phone data, there are many
other ways they could monetise it.
Fraudsters could contact friends or
family via social media or messaging
apps asking for cash.

[f I had nudes on my phone
(heaven forfend!) these could have
been used to extort money from me.

Challenge a family member to see
how [ar they can gel inlo your phone

Dom McKenzie

without your face, but with your pass-
code. For many apps, if Face ID fails, it
defaults to the passcode or a two-fac-
tor authentication to reset the pass-
word via SMS or email — which of
course are delivered to the phone.

As tor the phone itselt, once the Sim
is locked and the phone logged as sto-
len, it can’t be used on any UK net-
works. However, barred handsets can
be shipped overseas and used on for-
eign networks with anew Sim card.

Met Commander Owain Richards
says he understands Lhe impacl
phone theft can have on victims. “It’s
an invasive and sometimes violent
crime, and we're committed to pro-
tecting Londoners and tackling this
issue,” he says.

T'helt holspols are being largeled
with increased patrols and plain
clothes officers to deter criminals.
“We are also working with phone
firms to design out the ability for
phones to be reused and sold on,’
adds Richards.

[ now usc my smartwatch to tap
and pay on public transport and
receive notifications from mapping
and taxi apps, so my phonc can stay
zipped up in my bag. 1 have also
reduced the number ol cards stored
in my digital wallet, and offloaded the
bulk of financial apps from my phone
toa home-based tablet.

My phone had an array of security
features, but sadly, 1 only found out
about some after it was stolen.

Help pages for Apple, Google and
Samsung are packed with informa-
tion about whattodo inthe eventof a
theft. Apple’s latest iOS update rolled
out Stolen Device Protection which
helps prevent thieves who know your
passcode from making critical
changes, such as changing your ID
password.

Il your iPhone is away [rom a [amil-
iar location such as your home or
workplace, a delay of one hour will
apply before changes can be made.
Plus, biometric authentication will be
needed to access stored passwords
and credil cards wilh no passcode
fallback. Howcver, you need to acti-
vate this and have location services
swilched on [oritlo work.

Most Android phones come with a
feature allowing you to lock individ-
ual apps wilth a PIN. This creales more
friction for criminals — but could also
make your phone less easy to use.

You might be able to get a new
phonc on insurance, restore your
data from the cloud and have stolen
money relunded. Bul until this hap-
pens to you —and 1 hope it never does
— you simply don’t realise how much
of your life is on your phone, nor how
much hassle and stress its loss causes.

'he statistics do not reflect the true
cost or seriousness of this crime, nor
the level of financial fraud that phone
theft enables— or the scale of the
black market for stolen devices.

[ am holding on to my phone much
more tightly these days. ITaving read
this article, I hope you will be too.

Claer Barrett is the I'l”s consumer edi-
tor. claer.barrett@ft.com; Instagram

and Tik1ok @ClaerB




